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[bookmark: _Toc19542434][bookmark: _Toc35348436][bookmark: _Toc114146560]4.3.3.1.6	External file system mount restrictions
Requirement Name: External file system mount restrictions
Requirement Description: 
If normal users are allowed to mount external file systems (attached locally or via the network), OS-level restrictions shall be set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Implementation example: In Linux® systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option.
NOTE: 	This requirement does not apply when the docker is used to mount file system.
Test Case: 
Test Name: TC_EXTERNAL_FILE_SYSTEM_MOUNT_RESTRICTIONS
Purpose:
Verify that OS-level restrictions are set properly for users that are allowed to mount external file systems (attached locally or via the network). This is to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Procedure and execution steps:
Pre-Condition:
Tester has admin access to check and configure the external filesystem mount permissions in the OS.
Tester has username and password of a user in the network product that has external filesystem mount privileges.
Execution Steps
Execute the following steps:
1.	The tester shall verify that OS-level restrictions are set properly in order to prevent privilege escalation due to the contents of the mounted file systems (e.g. In Linux® systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the "user" option). The tester checks that OS-level parameters are configured correctly on the system.
2.	The tester mounts an external filesystem prepared by the tester with files exploiting privilege escalation methods (e.g. with writable SUID/GUID files).
3.	The tester tries to gain privileged access to system by using a suitable privilege escalation method using the contents of the mounted file system and then confirms that privilege escalation doesn't happen.
A suitable privilege escalation method is one that is effective, reliable, and does not introduce additional security vulnerabilities.	Comment by Pätzold, Thomas: Suitable privilege escalation method
A suitable privilege escalation method is one that is effective, reliable, and does not introduce additional security vulnerabilities. It should also be documented and well-understood by the tester. Common suitable privilege escalation methods include:
Exploiting known vulnerabilities: This involves identifying and exploiting vulnerabilities in the system's software or configuration. For example, the tester might exploit a misconfigured firewall or a software bug that allows them to execute arbitrary code with elevated privileges.
Abusing setuid and setgid programs: Setuid and setgid programs are executable files that run with the privileges of the owner or group, respectively. If a tester can find a setuid or setgid program that has insufficient access control, they can exploit it to gain elevated privileges.
Exploiting misconfigured system services: Some system services, such as web servers and database servers, are often configured with weak credentials or insecure access controls. If a tester can identify and exploit a misconfiguration, they can gain elevated privileges through the service.


Unsuitable privilege escalation method
An unsuitable privilege escalation method is one that is not effective, reliable, or introduces additional security vulnerabilities. It should also be avoided by testers. Common unsuitable privilege escalation methods include:
Guessing passwords: Trying to guess passwords is an unreliable and insecure method of privilege escalation. It is also unlikely to be successful on modern systems with strong password policies.
Social engineering: Trying to trick users into revealing sensitive information, such as passwords, is not a secure or ethical method of privilege escalation. It is also likely to violate the tester's company's policies.
Using brute-force attacks: Using brute-force attacks to crack passwords is an inefficient and ineffective method of privilege escalation. It is also likely to be detected and blocked by security systems.
By using suitable privilege escalation methods, testers can effectively test the security of a system without introducing additional risks.
Expected Results:
The OS-level restrictions are set properly in order to prevent privilege escalation or extended access permissions due to the contents of the mounted file systems.
Any privilege escalation method used by the tester should be blocked.
Expected format of evidence:
Screenshot containing the configuration file showing that OS-level restrictions are set properly for users that are allowed to mount external file systems.
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